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Objectives

• Participants will explore ethical obligations in the wake of 
COVID-19

• Participants will consider how they will practice ethically 
post-COVID-19

• Participants will explore identified resources to assist them 
with ethical practice in COVID-19
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Introduction

• COVID-19
• Safe Practices
• Telebehavioral health

Presenter
Presentation Notes
 In the face of a global pandemic, professional counselors are no longer limited to in-person, face-to-face interactions. Coronavirus disease (COVID-19) is a highly contagious infectious disease that causes respiratory illness, much like the flu. COVID-19 is a new virus that appears to cause symptoms such as a cough, fever, and in more severe cases, difficulty breathing.. Experts and media advise this virus spreads primarily through contact with an infected person, often when one coughs or sneezes. It also spreads one touches a surface or object contaminated with the virus, then touches their eyes, nose, or mouth. Though many states once has restrictions on social gatherings, businesses, and other events or places where people were likely to be in large crowds, most if not all states have lifted at least some part of these restrictions in favor of social distancing (staying 6 feet away from others) and safety protocols (washing hands frequently, not touching others, and wearing masks). So as states open back-up it is important to consider our ethical responsibility during COVID-19. Telebehavioral health, or distance counseling, is the use of a digital platform that provides secure, encrypted, audio-video conferencing to communicate with a client in real-time. Many professional counselors now find it necessary to conduct services via telebehavioral health because obstacles may limit or prevent clients from meeting in-person for counseling sessions Most agencies are strictly offering distance counseling, but as states begin to re-open we also have to consider the transition back to the office and what that may look like. All ACA ethical requirements for working with clients through telehealth have remained the same through COVID-19. It is important to note that many states have relaxed telebehavioral health regulations during COVID-19 though most states have indicated that post-COVID any regulations that have been lifted or relaxed will again be applicable.



6/3/2020 Telebehavioral Health and COVID-19 4

Knowledge & Competency

• Knowledge, skills, and competency regarding technical, ethical 
and legal considerations in delivering services via technology 
(§H.1.a.)

• Stay apprised of changes in regulations in your state and the 
client’s state

• HIPAA & HITECH
• Business Associate Agreements (BAA)

• OCR “Notification of Enforcement Discretion for Telehealth 
Remote Communications During the COVID-19 Nationwide 
Public Health Emergency”

Presenter
Presentation Notes
-Could include special certifications, additional course work, and specialty trainingHIPAA and HITECH protect the privacy and security of protected health information (PHI) gathered by healthcare practitioners. OCR exercised enforcement discretion and waived penalties for HIPAA violations against health care providers that serve clients in good faith using everyday communications technologies. The notification listed specific technologies, such as FaceTime or Skype, which might be used during the COVID-19 nationwide public health emergency. 



6/3/2020 Telebehavioral Health and COVID-19 5

Licensure and Scope of Practice Concerns

• OCR waivers do not release professional counselors from 
ethical obligations and state licensure board 
policies/regulations

• Only state licensing boards can determine scopes of 
practice

• Some governors may impact the scope of practice 
• Understand how those executive orders impact your scope of 

practice and for how long
• Especially when practicing across state lines or internationally
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Professional Liability Insurance

• Review your liability policies to ensure adequate coverage for 
telehealth

• Risk management case studies
• Interns

• Scope of practice
• Supervisors trained in distance supervision
• Interns need specialized training in telehealth
• Site supervisor availability for the client/counselor-in-training as needed
• Funding sources allow for this method
• University policies

Presenter
Presentation Notes
HPSO covers this except when “moonlighting at an unapproved site so long as the above is met.
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Informed Consent

• Changes in services, fees, alternatives, risks and benefits, 
security, insurance reimbursement, client verification, 
emergency procedures, information about what to do when 
they cannot reach the counselor, boundaries, and related 
issues of importance 

• Social media policies
• Clients are free to chose whether they want services via 

telehealth (§H.2.a)

Presenter
Presentation Notes
-In addition to those things that are typically associated with informed consents-In addition to the usual and customary protocol of informed consent between counselor and client for face-to-face counseling, the following issues, unique to this service delivery are commonly addressed in the informed consent process: • List the telebehavioral health counseling credentials, physical location of practice, and contact information of a counseling practice; • Outline the risks and benefits of engaging in the use of telebehavioral health services; • Discuss the possibility of technology failure and alternate methods of service delivery; • Review anticipated response time; • Clearly outline emergency procedures to follow when the counselor is not available; • Review time zone differences; • Discuss cultural and language differences that may affect the delivery of services; • Review financial policies and the possible denial of insurance benefits; • Discuss coverage and continuity of care plans in the event the counselor become sick or unable to work, and • Review boundaries and social media policy of the counseling practitioner. 
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Important Considerations

• New informed consents regardless of if you are offering 
telehealth solely during the pandemic

• Traditional-in person informed consents are not sufficient
• Time zone differences
• Confirm the location of your client
• Discussion technological limitations and procedures for 

technology failure
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Understanding Changes in Health Insurance

• Check with insurance plans to ensure they cover telehealth 
during COVID-19 

• Verify coverage
• Verify if and when coverage ends
• Ask if you need a new CPT code or a modifier
• Confirm the fees paid/reimbursed
• Signatures from client verifying changes in fees
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Security and Confidentiality

• Technologies inherent risks
• Educate yourself about issues related to internet security
• Educate and acknowledge the limitations of maintaining 

confidentiality (§H.2.b & H.2.c)
• Include threats to privacy i.e. IT who may have access to electronic 

communication
• Use encryption standards on your websites and/or technology-

based communication devices
• Applicable legal requirements 
• Ensure the confidentiality of information transmitted through electronic 

means (§H.2.d)
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Client Verification

• Counselors can and should consider requiring proof of the 
legal right to consent to treatment, including requests for 
copies of their driver’s license and passport

• Take steps to verify the client’s identity at the beginning and 
through the therapeutic process (§H.3)

• Therapy via telephone
• Create passwords or other means of identifying the client 
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Counseling Relationship with Technology

• Clients who live in remote areas or are homebound may benefit 
from telehealth

• Various programs and applications may enhance the 
effectiveness of counseling services, but not appropriate for 
everyone

• Multiculturalism should be considered here (§H.4.c)
• Counselors should inform clients of the benefits and limitations of 

telehealth as well as the specific platform used (§H.4.a)
• Maintain professional relationship (§H.4.b)

Presenter
Presentation Notes
-I.e. social media, internet-based applications, audio or communication applications, etc. -all electronic media is not the same-i.e. boundaries. This includes: starting and stop times, dressing professionally, using electronic media appropriately, etc. -Consider these recommendations: • Ensure that counseling services provided via various technological media are consistent with the client’s clinical needs, abilities, and relative comfort with the use of these technologies. • Verify that clients have access to needed technologies; for those who do not, offer and, if needed, provide assistance in acquiring or downloading them. • Provide clients with any necessary training prior to offering counseling services via technological media to ensure facility and comfort with their use. • When counseling services provided via technological media are not in the client’s best interests, are not the most appropriate means of providing treatment, or are not what the client prefers, offer in-person treatment or provide referrals for appropriately trained professionals in the client’s local area. • Carefully address how the absence of visual and verbal cues may result in miscommunications that adversely affect the counseling process. Openly discuss this possibility with clients, and take steps to minimize misunderstandings and address them when they occur. • Thoughtfully consider the salience of verbal and visual cues in light of an individual client’s cultural, linguistic, and functional presentation before deciding which media to incorporate in counseling. 
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Records and Web Maintenance 

• Use appropriate security measures to store records when 
doing so electronically

• Includes abiding by state laws on “spoilage” and how long 
they should be maintained (§H.5.a) 

• Should provide clients with information related to: filing 
complaints with state licensing boards 

• Test the links on your website
• Make sure that your website is accessible

Presenter
Presentation Notes
Issues to consider: • Clients who store records on their computer may falsely assume that merely deleting the records is a secure way to destroy them permanently. A counselor should provide informed consent on this issue. • Clients may be naive about precautions they need to take on their end when participating in counseling via various technologies and may need to be educated about appropriate precautions to take to preserve their privacy. • Assuming that links included on one’s website will remain functional may prevent clients and other visitors to the website from accessing needed information. • Failure to construct one’s website in compliance with the needs of individuals with disabilities and those with language barriers can result in numerous individuals not having access to needed information. 
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Virtual Presence for Counselors and Clients

• Social media sites should be separate for personal and 
professional use

• Privacy settings
• When using social media, make sure it is addressed in your 

informed consent
• Do not search for clients online without their consent
• When using social media, be careful not to disclose your 

clients PHI or anything that would identify them

Presenter
Presentation Notes
(§H.6) 
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Where does that leave us today…

• As states lift “Stay-put” orders what is your plan?
• Continue to provide telehealth
• Stop doing telehealth immediately
• Safety protocols

• What do you need to implement your plan? 
• New policies
• Transition policies
• More research…
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Questions

Disclaimer: This information was developed for educational purposes in the COVID-19 era and should not be viewed as 
legally sufficient when determining your legal responsibilities as a counselor. If you have questions about legal 
obligations, we would encourage you to contact an attorney to discuss your concerns as ACA does not provide legal 
advice. Please be advised that although this training discusses ethical matters, one or more sections of the 2014 ACA 
Code of Ethics may apply to your individual circumstances. Adherence to the referenced sections does not imply 
compliance with other applicable sections of the ACA Code of Ethics nor your state/federal law.
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COVID-19 ACA Resources

• 2014 ACA Code of Ethics
• Telebehavioral Health for States a resource created by 

ACA’s Government Affairs Department
• ACA COVID-19 Resource Webpage
• ACA Free 15 Continuing Education Package
• Telebehavioral Health, Technology & Ethics Professional 

Development Courses
• Telehealth for Mental Health Professionals: Two-Day 

Distance Therapy Training by PESI

https://www.counseling.org/resources/aca-code-of-ethics.pdf
https://www.counseling.org/government-affairs/state-issues
https://www.counseling.org/knowledge-center/mental-health-resources/trauma-disaster/mental-health-professional-counseling-and-emergency-preparedness
https://aca.digitellinc.com/aca/redeem/15FreeCE
https://aca.digitellinc.com/aca/packages/1703/view
https://catalog.pesi.com/item/52191
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Contact Information:

THANK YOU!!!

Jazmone Wilkerson, J.D., LCPC, NCC
Ethics & Curriculum Development Specialist

American Counseling Association
Phone: (703) 823-9800 ext. 263

Email: jwilkerson@counseling.org
Website: www.counseling.org 
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